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Mr. Werkema: I have a few opening remarks and then we will turn to 
our presenters. When the conference began, Governor Powell stated impor-
tant goals of the Federal Reserve in retail payments: strong security, high 
public confidence and responsiveness to evolving threats. As we have heard 
throughout the last two days, private market incentives drive payment pro-
viders to work hard in securing payments. Our first session highlighted 
various features of the modern payments system that may make private sec-
tor efforts alone insufficient to attain a socially beneficial level of payments 
security. As you know, payments are processed in networks involving many 
participants, and that makes coordination vital to security. Recent trends 
add to the challenge. In the last 15 years, payment processing in the United 
States has become overwhelmingly electronic. In 2000, just over 40 percent 
of noncash retail payments were initiated and processed electronically. In 
2012, 85 percent were initiated electronically, but virtually 100 percent 
were ultimately processed electronically. Endpoints where payments can be 
made are exploding in the United States and throughout the globe. Mer-
chants that accept card payments in the United States are above 10 mil-
lion. Access to the Internet in 2013 witnessed 116 million households, and 
interestingly 64 percent used tablet computers. Nonbanks have been the 
leaders in developing new methods of making payments, especially in the 
online and mobile payment areas. E-commerce sales reached $75 billion in 
the first quarter 2015, for a record 7 percent of total retail sales. Nonbank 
payment providers set a record for startup funding in 2014 at $2.23 billion; 
but with $720 million in startup funding in the first quarter of 2015 alone, 
that record will likely be broken this year. 

While these are U.S. trends, we believe they serve to illustrate how challeng-
ing securing payments and transaction data more broadly has become. As a 
consequence, there may be room for enhanced public policy toward security. 

Moderator: Gordon Werkema
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This final session will explore the role government may take in promoting 
payments security. So, contributing to our discussion today, I would like to 
introduce our panelists. We have Chrissanthos Tsiliberdis, and he says I can 
call him Chris. He is a senior market infrastructure expert at the European 
Central Bank (ECB). He is responsible for operational risk oversight and 
policy issues. Importantly, he was involved in drafting the Eurosystem over-
sight policies on business continuity for systemically important payments 
systems, and he has represented the ECB and various working groups in-
cluding those involving cyberresiliency. Next to him is Coen Voormeulen, 
director of the Cash and Payments Division at De Nederlandsche Bank. He 
importantly is co-chair of the Bank for International Settlements Working 
Group for Cyber Resilience. Lastly, we have Anjan Mukherjee, counselor to 
the secretary and deputy assistant secretary for financial institutions at the 
U.S. Department of the Treasury. Among his roles, he oversees the Office of 
Financial Institution Policy, the Office of Critical Infrastructure Protection 
and the Federal Insurance Office. 

In their respective roles, these three panelists have been involved in policy 
initiatives related to deterring payment fraud and/or improving cyberse-
curity. We hope this session sparks questions and dialogue. Initially, I am 
going to turn to Chris. He is going to give initial remarks, and then we will 
ask some clarifying questions and then move on to the other panelists.

Mr. Tsiliberdis: Good morning, everybody. I would like to thank the 
Federal Reserve Bank of Kansas City for inviting the European Central 
Bank to express the views of the Eurosystem at this conference. 

The main objective of the central banks in Europe is to ensure that the 
financial market infrastructures are safe and efficient, which is a precondi-
tion for doing three things. First, we would like to contribute to financial 
stability. Second, we would like to implement monetary policy. And third, 
we want to ensure and maintain public confidence in the currency. When 
we look into financial market infrastructure, we do not oversee differently 
the large-value payment systems and the retail payments systems. For that 
reason, maintaining public confidence in the retail payment systems and 
retail payment instruments is very important. 

To maintain public confidence, the task for the central banks and the 
other regulators is threefold. It is to keep their approaches flexible enough 
to accommodate the pace of innovation, to ensure fair competition among 
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actors and to require that service providers implement adequate minimum 
security requirements. Accordingly, we have been actively monitoring what 
the market has been doing all these years. Initially, we had a very passive 
role in this, monitoring the market initiatives and how they were doing 
in order to sustain the efficiency and safety of the instruments they were 
providing to the market. 

But we realized this was not very successful in some cases. So, we stepped 
in and started introducing new standards. We started introducing new rec-
ommendations, for example for card payments schemes in 2008 and after-
wards for payments instruments, like SEPA direct debit and SEPA credit 
transfer. Then, our oversight standards for retail payment instruments 
looked into various areas of risk management such as the financial risks in-
formation provided by the actors of the instrument. We looked into aspects 
of security of the retail payment instruments, operational ability and busi-
ness continuity. We provided some recommendations concerning the gov-
ernance arrangements for the different retail payment instruments, as well 
as about the management for financial risks regarding clearing and settle-
ment, which is behind all these instruments and schemes. We also took an 
oversight approach to ensure a level playing field was maintained for all the 
retail payment systems. We developed assessment guides, and these guides 
were used by the central banks as the driving tool to ensure this. 

Currently, we are implementing some regulations to ensure that the 
previously non-legally binding recommendations are now legally binding. 
That means that card payment schemes and providers of the retail payment 
instruments will do what we identified in some of the areas. This is where 
we actually have implemented the Bank for International Settlements’ 
Principles for Financial Market Infrastructures (PFMI). This is an ECB 
regulation now, applicable to all systemically important payment systems. 
Some regulations are applicable to retail payment systems, and some are 
also applicable to less prominent retail payment systems. Because of this, 
we also have started a number of assessments. We are at the end of the grace 
period for large value payment systems and soon the retail payment systems 
will deliver to us the self-assessments against the standards. Additionally, we 
have a number of assessments in process concerning oversight of payment 
schemes, especially on cards where we want to emphasize evidence of the 
security of Internet payments and on the European direct debit scheme, 
which has been active for two years.
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Concerning retail payment instruments, the European Commission is 
revising the Payment Services Directive, which aims to introduce regula-
tion for new types of payment services, such as payment initiation and 
account information services offered by third-party providers. We realized 
that some new entrants in these markets are afraid that this new regulation 
will be regarded as a warning, but we believe that the sooner new entrants 
become regulated, the sooner we can assure they are participating fairly in 
the payment industry and providing these tools efficiently. 

When we saw some cases where the market did not provide what we were 
expecting, we stepped in as central banks and developed our own retail 
payment systems. This was the case for some jurisdictions in the euro area 
where they provided the retail payment systems and we have developed 
expectations further by also making them systemically important. 

Another area where we very actively work is in promoting cooperation 
between the various sectors. The cooperation is done first among the vari-
ous national authorities. As you know, we have different authorities in the 
EU; banking supervisors, securities regulators, and different authorities, so 
we want to ensure that they all are actively involved. For that reason, we 
have a number of Eurosystem and ECB related committees. And all these 
committees work together to define the right standards and principles. For 
example, we were actively involved in the creation of the SecuRe Pay Fo-
rum. This forum brings together overseers from central banks, supervisors, 
regulators and other euro authorities, plus law enforcement agencies active 
in the euro area. We discuss and focus on payment security.  

In addition, we recently established the European Retail Payments 
Board. There are many participants from the private sector and various EU 
authorities. The main focus is to foster standardization and market integra-
tion in the EU. Of course, the more choices we have the more responsibil-
ity, creating more expectations for the market. For that reason, we want to 
ensure that what we have developed has been accurately implemented by 
the central banks and that we have done what has been mandated to us as 
overseers of these infrastructures. 

Further, we have cooperation between the Committee on Payments and 
Market Infrastructures (CPMI) and the International Organization of Secu-
rities Commissions (IOSCO), which are very important in terms of devel-
oping standards and new policies for cybersecurity and cyberresilience. We 
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are awaiting the outcome of the CPMI-IOSCO’s work and in the interim 
are working on a number of initiatives concerning retail payments. So, we 
are working with various authorities to establish a reporting collaboration 
scheme for sharing major incidents and information about threats. We also 
have established forums and task forces for discussing how to improve secure 
communication and certification, and third-party access to payments ac-
counts. This also will be covered by the Revised Payment Systems Directive. 
Because there are different regulations and standards, we would like to ensure 
that all the standards are harmonized among the different regulators in the 
euro area, and if possible, globally.

In that field, we also would like to ensure that we will establish a new 
incident reporting scheme, which will have to be done in cooperation with 
other European authorities, like the banking supervisors. This will be very 
interesting, once we develop the technology we agree on with them.  And 
yesterday, you heard about our work on fraud management and fraud re-
ports, and we have been actively involved in that field as well.

Finally, we are constantly analyzing various developments. We are in 
close collaboration with the different market stakeholders. We organize 
regular conferences on the extent of use with all the different actors in the 
European landscape. For that reason, we do our analysis before we make 
our recommendations to our governing bodies.

Mr. Werkema: Thank you. Do any clarifying questions come immedi-
ately to mind? We will move to our next presenter, Coen Voormeulen.

Mr. Voormeulen: Good morning, everybody. We have talked a lot about 
retail fraud, tokenization and passwords. It is very interesting, but I would 
like to shift the focus. What if the big players—Visa, MasterCard, Fed-
wire—were attacked by cybercriminals, maybe not to steal money but to 
destabilize the system. That is a different ballgame. That may even hurt the 
confidence in the whole financial system, and thus have systemic conse-
quences. That is the same as if the wholesale market would be hurt. Jona-
than Williams asked what will be the next step if the payments chain is fully 
secure. Maybe the wholesale market will be the next target. Then there will 
be systemic consequences, and that is a big concern for me as an overseer. 
Therefore, the financial market infrastructures (FMI) are the focus of the 
group that I am chairing, the Working Group on the Cyber Resilience of 
CPMI and IOSCO. Those are two international committees for central 
banks and for market supervisors dealing with standards of the payments 
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and security sector. It is set up with about 20 countries. What we try to do 
is to publish guidance notes, one of which is planned to be published for 
public consultation this November. This guidance note is one step deeper 
than the existing principles for financial market infrastructures, the PFMIs, 
which was published in 2012, and is the bible for overseers on how to look 
at FMIs in terms of business continuity, operational risk, legal risk, business 
risks, (everything … risk management in general). 

In that document, which took a long time to publish, not that much is 
said about cyber. Therefore, this Working Group on Cyber Resilience was 
created to go one step further and to see what we can do there. I can talk 
for hours about that guidance note, but instead I will highlight a few points 
I consider important. 

First, I would say cyber goes much further than information technology 
(IT). A lot of the discussion in the last one and a half days has been about 
IT. But when we look at financial market infrastructures, there are several 
things that maybe are more important than IT. For instance: people. As 
we know, many attacks on institutions start with social engineering, where 
people click on malware in an email, in an attachment in an email, and then 
when the hacker is in, it can go into that organization’s critical systems. It 
is very important that the people in an organization have a clear picture of 
what they need to do to protect the organization against cybercriminals. 
So, cyber is also involved in such things like culture. What are you going 
to do if somebody did something on the Internet of which he thinks, “Oh, 
that was a mistake.” Are you going to punish him? He probably will not 
mention it then. It is very important to have a culture where people will be 
open to saying, “Oh, something has gone wrong; I will say it to those who 
can maybe solve it.” It is in line with the saying, “When you see something, 
say something.” When you see that you have made a mistake, say it. But it 
is not so easy. 

Another element is processes. If an institution wants to launch a new 
product, service or tool, traditionally we like to ask whether it delivers the 
service; does it do it effectively; is it at low cost; is it speedy enough, user-
friendly enough? But we do not always ask the question, if we introduce 
this new service, what about the whole cyberresiliency profile of my institu-
tion? Does it add or diminish risks? That is also important to consider when 
new services, products or tools are launched. 
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Finally, an element I think is necessary to stress is communication or  
collaboration, especially if you look at FMIs. It is actually relevant for every 
institution. You are never on your own. You are part of an ecosystem that 
is specifically relevant for FMIs where payments transactions or securities 
transactions go through many players. So, it is important to communicate 
with those players not just when there is a crisis. Also, not just to exchange 
information in advance, what the Financial Services Information Sharing 
and Analysis Center (FS-ISAC) does, but also, maybe if an institution will 
be attacked in terms of its integrity. So, if the systems will be corrupted 
and you need, for instance, to resume after such an attack, you need clean 
information to restart. Where do you get that clean information? Maybe 
from your customers, or from third parties, or critical service providers. It 
is good to have arrangements with those parties in advance, so that after an 
attack, you can resume quickly. 

What about top management? Unfortunately, we also discovered that 
while top management has a very important role in making sure that their 
institution’s cyberresiliency is at high standards, most in top management are 
not digital natives. They have gray hair like me, and they consider cyberissues 
difficult to grasp. It is not their cup of tea. The inclination is to leave it to the 
IT department. That is not a good choice because the IT department is tech-
nically focused, and we need to think about more than that. So, the role of 
top management to steer a proper cyberresiliency policy needs to be stressed. 
Unfortunately, it is not always as we would like to see it. 

My last point is about what we see now as the biggest risk. I would say 
that it is the recovery from a successful integrity attack. If an FMI is suc-
cessfully attacked, and its systems are corrupted, the data are corrupted, a 
plus is a minus, or three or six zeroes would be behind every transaction. 
That is really a headache scenario, and what we see is that FMIs in many 
cases have put a lot of effort in preventive mechanisms; also in the detec-
tion of possible cyberattacks, but still a bit less in what to do afterward, 
how to resume your operations in a safe way. If you just resume, but you 
have the same vulnerability as before, that is not the best world. You have 
to resume in a safe way. We clearly see that more attention to that would 
be very useful, especially because in these PFMIs, there is one requirement 
that says that after an incident—and not specifically mentioned as cyber, 
but it is also relevant for cyber—you should be back in operation in two 
hours. There is a two-hour recovery time objective. When we talk to FMIs 
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about that, they say, “Wow, that is not possible with an integrity attack. It 
may take even much more than two hours to analyze what is the problem, 
let alone to get back into operation.” I understand that, but that is thinking 
in the old framework because these kinds of attacks can happen, and we 
cannot afford systemically relevant FMIs to take two days to get back into 
business because in the meantime the financial system might already have 
been broken down. If you say, “Well, that is too complex to make sure that 
I am back in business in two hours,” then I think it is necessary to widen 
the perspective. 

Nowadays, many FMIs have a hot standby, and maybe even two hot 
standbys, in remote locations. That is very useful for many circumstances, 
but it is not useful if you have an integrity attack, because then you freely 
copy the malware to your hot standby. That is convenient for the attacker. 
One possible solution is to have a different standby. It does not have to be 
in a different location, but in terms of different software, different hard-
ware, maybe different people who made it. In the aviation industry, that is 
sometimes how they increase security in planes. This might be a solution 
by thinking in a different framework. FMIs say, “Oh, but that is too ex-
pensive.” I think it is not, actually. There are central banks who have this 
because you can do it in a way that may not be a 100-percent copy of your 
primary system, but in a way that at least the critical transactions can flow 
further and maybe in a slightly degraded way, but at least in such a way that 
the financial system does not collapse. 

Again, as I said, we planned to have this guidance note ready for publica-
tion in November. We have a two-month public consultation period, so the 
whole world is invited to react and we are curious what reactions will come. 
If this guidance note is then published in spring next year, then it is up to 
individual jurisdictions to lead that into domestic legislation if they want. 
Then, I think we as a cyberresiliency group are a very small piece of making 
the world slightly safer.

Mr. Werkema: Thank you. You have shared about systemically important 
infrastructures and a little about the process you went through. Maybe you 
could elaborate on that. But then also give us some indication of where there 
are parallels for retail payments. Obviously, we have talked a lot about retail 
payments over the last day or so. 

Mr. Voormeulen: Yes. The PFMIs; they have a clearly defined audience 
that includes systemically relevant payments systems. We do not want to 
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change that audience, but I would say we invite countries to apply the 
same, but in a risk-based manner, to other financial market infrastructures 
such as not so systemically relevant retail payments. Maybe you can be a 
bit more relaxed there. But the principles themselves are similarly relevant, 
and maybe you can, as I said, be slightly more relaxed about how strongly 
you would implement all the principles. But I would definitely recommend 
making the retail systems as resilient as possible in this way. 

Mr. Werkema: Is there agreement at this point in your group on these 
six principles? 

Mr. Voormeulen: These are just my reflections. The paper is set up a bit 
differently. It partly follows the National Institute of Standards and Tech-
nology (NIST) system to connect it to what is already well-known in the 
market, and we stress certain things around it. But it is my reflection; I do 
not think there will be a lot of disagreement in the group. 

Mr. Werkema: Good, thank you very much. We will turn to our third 
panelist now. Anjan. 

Mr. Mukherjee: Thanks for the opportunity to address you all today. 
At the Treasury Department, we are very focused in areas of the “greatest 
risk.” Obviously, we are all sitting here today because our payments systems 
nationally and internationally handle staggering sums of money. Just in the 
Federal Reserve System through the 12 banks, there is something like $4 
trillion per day that goes through the system, which is a quarter of annual 
GDP in the United States. And the total volume of payment activity annu-
ally is approaching $200 trillion, which is a staggering sum. So, we tend to 
go where the big dollars are in terms of risk focus. We note that much of the 
architecture that underlies the payment systems, that supports this massive 
volume of activity, is legacy in nature and subject to the rapid technologi-
cal change that we see today—the rise in mobile computing, the greater 
ubiquity of high speed networks, ever accelerating transaction processing 
speeds. And so the combination of the legacy systems with a time of rapid 
technological change not only means that it is an exciting time in the world 
of payments in that some of these innovations may fundamentally change 
the architecture of the payments systems as we look to the future, but it 
also means that there is a need to be extraordinarily cautious. When you 
have this sort of combination come together, the underbelly of the rapid 
acceleration is the ever-increasing technological threats as well. The pay-
ments system, as I think of it, was initially built for connectivity, not for 
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security. So, we pay real attention to cybersecurity threats. It is an issue of 
real importance to us at Treasury, obviously the nation as a whole. Part of 
what I do is oversee the Office of Critical Infrastructure Protection, which 
among other things has the responsibility for monitoring and facilitating 
the protection of critical infrastructure in the nation’s financial services in-
dustry, which includes our wholesale payments systems. We want to also 
ensure that the retail payments systems have the level of security needed to 
protect the work efficiently and protect consumers’ private information. 

We remain vigilant because it does not take much to imagine an attack 
on a wholesale system that could be crippling, as Coen says, and affect con-
sumer confidence. And on the retail side, we are already well aware of some 
of the breach activity that has led to divulging private information, which we 
are trying to prevent. In our role as Treasury and sort of an organizer in the 
executive branch around the financial sector, we operate on multiple levels. 
We try to coordinate and facilitate administrative executive level activity as 
well as legislation on the former to address some of these issues. You may 
have seen recent executive orders that the president has issued on some of 
these issues. One thing we did in October, was an executive order around 
retail payments, accelerating the security of retail payments where we as a 
government felt that we had almost a priming-the-pump type function when 
it comes to retail security. We announced our Buy Secure Initiative, which is 
an initiative to roll out EMV chip and PIN technology in the existing and 
future government card network, and also to replace all the retail terminals in 
the government system to make them compatible with EMV as a way to har-
ness the government’s purchasing power. You have recently seen a sanctions 
executive order that is targeted at malicious cyberactors where the Treasury 
Department will use its sanctions authority to specifically deter cyberattacks. 
And then at the beginning of the year, we helped formulate and coordinate 
the administration’s legislative proposals on cybersecurity, which looked to 
facilitate information sharing and data breach notification and a few other 
things that we can talk a little more about. 

So having set that stage, I want to focus these opening comments on a few 
areas where I think government and the private sector can work effectively 
together to promote a more reliable, secure and resilient payment system, 
both on the wholesale and retail sides. In fact, in some ways at Treasury our 
entire framework for dealing with cybersecurity issues roughly falls into 
the following categories. First, it is promoting best practices and baseline 
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protections; second, is sharing threat information; and third is improving 
response and recovery planning. We have heard about elements of each of 
those throughout the conference and earlier this morning, but I wanted to 
talk about them in more detail. 

First, on best practices: These are the policies, procedures and other con-
trols that an organization will adopt to prevent penetration of their networks 
by malicious actors. As Coen just mentioned, the NIST framework for im-
proving critical infrastructure cybersecurity is one of the best examples of a 
set of practices. The core five functions are identify, protect, detect, respond 
and recover. This is a tool to help systematize your organizational cybersecu-
rity. If you are not using NIST framework, you should be. Probably everyone 
in this room is well familiar with it. NIST is working on evolving the frame-
work, but I would encourage you all to do the same. It is really a foundational 
starting point to think about, not only the narrow issue of cybersecurity risk, 
but really the broader issue of risk management and organizational resiliency. 
So I hope you build upon this framework to more deeply embed organiza-
tional risk management into your business strategy. 

As for baseline protections, there is a lot of interesting technology that is 
evolving. We have heard about some of that over the course of this confer-
ence. I would simply encourage everyone to examine moving toward more 
state-of-the-art security solutions; advancements one ought to embrace. 
Whether it is around encryption and authentication solutions, making 
sure everyone is completely compliant with ISO 20022 standards, mov-
ing to more of a credit push as opposed to a debit pull model as we think 
about money transfer, we think there are some important technological 
advancements. We do not endorse any one of them, but we encourage you 
all to explore them more carefully and embrace the ones that make sense 
for your organizations. 

Next, I would like to highlight the importance of information sharing in 
this arena. I think this is one of our most potent tools to counter malicious 
cyberactivity. To reduce risk over time, we have to understand the threats we 
face. Many times the best way to do this is by looking at other entities and 
sharing information—the threats that someone else faces, that your organiza-
tion faces, other entities could benefit from learning about. The malicious 
cyberactors are sharing information and tools all the time. We on the govern-
ment side and the public and private sectors together should be doing the 
same thing, obviously in a way that protects privacy and business reputation. 
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As I mentioned, in January the president sent an information-sharing 
legislative proposal to Congress that included things like liability protec-
tions to encourage companies to share cyberthreat information, and to en-
courage industries to set up information sharing and analysis organizations 
(ISAOs), and we are firmly behind that. I hope we can talk some today 
about the extent to which major payments system stakeholders are engaged 
in such information sharing, including through our friends at the FS-ISAC 
that we heard from this morning. 

The last area I want to address relates to response and recovery. Obvi-
ously, there is no such thing as complete security. So we really have to do ev-
erything we can to prevent the initial attack, but also to be prepared when 
an attack occurs. It is important for us to maintain both national and orga-
nizational incident response plans that make your incident response process 
much more effective, predictable and efficient. We encourage all organiza-
tions we deal with to have very strong incident response plans in place, and 
to exercise them. Exercising these plans really helps senior management, 
the security teams, external stakeholders, all the various constituents to be 
comfortable with their particular roles and responsibilities when and if an 
attack occurs. So I would just ask a few questions around this: When was 
the last time you exercised your incident response plan? How were your 
third-party service providers pulled into this effort, because we think that 
is very important when thinking about this question. How did you include 
your external stakeholders, such as law enforcement or your regulator, if 
that is appropriate, or Treasury? These are just some questions to consider. 

I will close by emphasizing that this cybersecurity issue is really all about 
collaboration—public and private collaboration. There is no single govern-
ment agency that has sole responsibility over this issue. So we collaborate 
within the government, and it is critically important. This is an issue that is 
cross-cutting, so it is incumbent upon us to collaborate among the private 
and the public sectors. Adopting these baseline protections and best practices, 
sharing threat information, improving our response and recovery posture is 
critical. All of it will benefit from collaboration between public and private, 
and ultimately that is to the benefit of protecting the integrity of our pay-
ments systems, which nationally and internationally are a real resource.

Mr. Werkema: Thank you, Anjan. Any clarifying questions? OK, per-
haps I will give a question about financial market infrastructure to all three 
of you. Obviously, the countries represented are key players. Talk about 
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communication and coordination between key financial market infrastruc-
tures on these issues of resiliency and cybersecurity. 

Mr. Tsiliberdis: In Europe we are organizing a crisis communication test 
where we have invited the major payments infrastructures and a number 
of banks to participate. Our objective is to test the crisis communications 
arrangements and also how they will react in such a cybersecurity event. We 
place a lot of emphasis on this. For that reason, we have established a spe-
cialized task force to implement this procedure and this exercise. Until now, 
we have realized that in the euro area, we had mainly conducted exercises 
organized by the systems, but nothing was done in terms of marketwide 
exercises. So this is one of the first steps that we are doing in this area. 

We also are promoting information sharing between the different FMIs. 
That is why as I mentioned there is a new specific process between the 
SecuRe Pay Forum and other forums where we try to bring together the 
different regulators and law enforcement agencies to exchange information 
about cybersecurity threats and other risks or incidents, which are occur-
ring on a daily basis in our infrastructures. 

Mr. Voormeulen: The interesting thing in the Working Group on Cyber 
Resilience is that the optimal way of coordination is very different from 
country to country not just because of different legal setups, but also differ-
ent historical and cultural habits. There are countries where the regulator 
needs to push cooperation. Otherwise, it does not come across. There are 
also countries where if the regulator steps in, then the coordination stops. 
The markets themselves do that much better. But I would say that in any 
case, it is important within your own cultural environment to stimulate 
coordination by many different things. The CERTs were mentioned several 
times. That is on a very practical level. The FS-ISAC was mentioned. You 
also can do crisis management exercises nationwide. That is what we do in 
the Netherlands. For the last three years, these crisis management exercises 
always have been about cyber, and not about any physical accident. We are 
now trying to expand that. So far, it is in the financial sector, so all players 
are there. But we are trying now to expand it to the energy and telecom-
munications sectors because those are crucial players also for the financial 
sectors. Without telecommunication, we cannot do a lot anymore. So we 
have our own, we call it FI-ISAC, but essentially it is the same thing. But 
for me, the biggest struggle is how to get it off the ground internationally 
because the borders are not relevant for attackers. So in the end, it is all 
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about international issues. But it is very difficult to set up an international 
forum for official collaboration. This Working Group is a little tiny effort 
to do that. But maybe an option is what we heard this morning, the FS-
ISAC is expanding internationally because the institutions that are involved 
are international institutions. They have business in other countries as well. 
So maybe that is also a good way to make a step forward. 

Mr. Mukherjee: Yes. I was going to underscore what Coen said at the 
very end, which is that challenges are around international coordination. 
When we look at FMIs, even within a single FMI, there are barriers to in-
formation sharing due to security clearances or confidentiality agreements. 
That is within the FMI entity. Now if it is a global FMI, you have the home 
authority, you have the host authority, and these sometimes are conflicting 
and I am not sure we have done enough yet to coordinate across border. 
So we support the work at CPMI-IOSCO around this and we have input 
there. I think that is where we will start the lead. I will say that we are start-
ing to create exercises. We are very supportive of the crisis management 
group efforts and the exercise that Coen mentions, that is often done on 
a national level. I think the next step for us is to try to tackle that on an 
international level and deal with the cross-border issues. But we will get 
there. We are establishing not on FMI specifically, but more broadly, an 
exercise that the United States will do with the U.K. either later this year 
or early next year. I view that as a first step toward more of an international 
exercising regime that we can utilize to test these questions around FMIs 
in particular. 
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Mr. Werkema: Thank you. Have the responses spurred any questions 
from our conference participants? 

Ms. George: I want to thank each panelist for the perspective you brought 
on the issues we have been discussing for the last day and a half. Coen, you 
made a comment that I found interesting, which is we tend to think about 
technology when we focus on these issues instead of the importance of cul-
ture. My question for each of you, but I am happy to hear Coen elaborate 
on this, is what role do you think public authorities play in influencing 
culture? Is that primarily through education, regulation? What, in your 
experience, would a public authority bring to that? 

Mr. Voormeulen: That is a difficult one. What I can imagine is that what 
helps best is to make people aware of it. We bring parties together, includ-
ing a security company in the Netherlands called Fox-IT, which is very 
experienced. We bring them together to talk, to let them talk, to share these 
kinds of things with financial institutions and financial market infrastruc-
tures. Then, when the federal institutions hear it, they probably recognize 
something of it and can apply it. But you cannot impose cultural things. 
That is the difficult thing. The only thing possible is to make everybody 
aware by sharing practices. 

Mr. Mukherjee: What I could add is that we find it is very difficult 
to prescribe culture. As Coen said, one way we handle this is by talking 
about it, but also by framing our output, not narrowly in cybersecurity per 
se, but more about enterprise risk management. So, when we encourage 
certain frameworks, like the National Institute of Standards and Technol-
ogy (NIST) framework, or we engage with the private sector on cyber and 
we talk about it, it really is more about organizational and risk resiliency, 
overall business continuity, and we talk a lot about governance in that  
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context. There is no precise way to get a culture necessarily, but by framing 
the issues, the questions, and then the solutions that we would encourage 
in a broader milieu and with governance as an important part of that, that 
is how we indirectly try to get at it. 

Mr. Tsiliberdis: What we emphasize is trust. We try to build trust among 
the different participants. We want to assure them that by building on this 
trust among themselves, they will be able to adopt technologies that will 
make them compatible, not enter into competitive fields. We try to help 
them see how this communication can be done from all the different actors 
by using technologies which are interoperable. 

Mr. Santhana: I have a question for Anjan. We work a lot with federal 
and state governments. We find there is a big difference in terms of cyber-
security, enterprise, fraud management and even in the payments environ-
ment, payments modernization. There seems to be no set standard, no task 
force that helps pull the various state government entities to follow what 
the federal government is trying to do. Is there any initiative, anything go-
ing on now that you can share? 

Mr. Mukherjee: It is a tricky one because states are independent. Each 
has its own, as you know in dealing with them, IT network and system and 
that legacy of independence. We have very much noted the issue you have 
outlined. There is no specific broad initiative, to directly answer your ques-
tion, in the works to address this issue for many reasons. There are impedi-
ments in place for the federal government to try to standardize this issue or 
approach it at the state level. We are limited in what we can do, but we can 
talk about it. We have convened with certain leaders in state government 
to discuss the issue. We encourage state governments to join the Financial 
Services Information Sharing Analysis Center (FS-ISAC). But this is really 
more of a moral-suasion process, where we try to rope them into our effort, 
make them understand how we are approaching the issue and encourage 
them to try to look at it the same way. 

Ms. Fine: All of you in your remarks touched in one way or another on 
both strategies of collaboration and moral suasion, best practices, educa-
tion, as well as regulation, legislative approaches. I am wondering if you 
can speak about that balance, and where you found regulation to be most 
effective or necessary to preserve the safety of the system versus the other 
strategies you have talked about. 
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Mr. Voormeulen: Again, That is a difficult point because it is a balancing 
act. One characteristic of cyberresilience is that when you go deeper into 
the technicalities, everything you would put into legislation probably will 
be outdated before it is out. You need to be more high level in legislation to 
make sure it is still relevant next year and the year after because of the quick 
developments in cyberattacks. That makes best practices the most effective 
way in the short term to pass on to all the relevant parties, because they can 
be updated relatively quickly. But at the same time, a legislative framework 
that stays high level but aims at the goals and not how to get there can be 
very useful to exchanging these best practices. 

Mr. Mukherjee: Yes, I would say these various efforts are complemen-
tary. More of all is better. There are situations where there is some potential 
conflict, but generally we think those are manageable and relatively minor. 
To take information sharing as an example, Treasury just joined FS-ISAC. 
We encourage financial institutions to join FS-ISAC, which has something 
like 5,500 members. The financial services industry is well out ahead with 
this ethos of information sharing, as evidenced by the success of FS-ISAC. 
Even though we are Treasury and the government, we promote adoption 
of this model by other industries—healthcare, energy and so on. But if 
you look at the president’s legislation on information sharing, it is wholly 
consistent with that sort of non-legislative approach that we have taken and 
it is just meant to provide additional impetus. As Coen just said, it is not 
technical, it is not detailed. It is meant to be a broader framework. In some 
ways, we are already working in that framework without the legislation, but 
we think the legislation has some very important elements that will acceler-
ate what we are doing through liability protections, and other things, that 
will encourage not just the financial services industry, but participants in 
other industries, to adopt an aggressive information sharing regime. 

So, I think that there is not necessarily, kind of the way you framed it, a 
conflict. We think these are complementary and more is better. 

Mr. Tsiliberdis: I would like to add that the reason we move from moral 
suasion to regulation is because we have seen that some entities were not 
fast enough in implementing some of the policies, some of the recom-
mendations, some of the requirements that we have highlighted with the 
previously non-binding recommendations that we were giving to them. 
So, to establish, to raise the bar in terms of efficiency and security, we 
have decided within the euro area and the Eurosystem, to convert some  
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specific recommendations into regulations. This is what we have done for 
the large-value payments systems and what we also are doing with the re-
tail payments systems. Soon we will be doing this with the retail payment 
instruments, with the Payment Systems Directive once it comes into force, 
with other recommendations that will be issued by the European Banking 
Association Authority in the field of retail payment instruments. 

Mr. Werkema: If I could just follow up on that, Chris. So, your frame-
work had moral suasion, regulation, but then you also addressed the oper-
ate aspect with the European Central Bank (ECB). So, what would lead the 
ECB to stand up or enhance capability on the operate side versus collabora-
tion, coordination, moral suasion, and regulation? What would lead to an 
operator capacity? 

Mr. Tsiliberdis: As you mentioned, the area the ECB mainly has stepped 
in was the large value payments systems. And last Monday we went live 
with a new security infrastructure. It is where we want to ensure that ser-
vices that are critical and important in the euro area, and for which we do 
not see the solution is already available in the market, then, in that case, we 
try to step in and implement these solutions. Sometimes of course, we will 
see some kind of reaction from a service provider that they know we are 
entering that field and ask why we are implementing something. But this is 
because we want to ensure that the level of service provided to the citizens 
and various financial institutions is appropriate. For that reason, we step in 
as operators for these specific systems. We have not done it yet. But in terms 
of the ECB in the telepayment systems or our telepayment instruments, I 
know the central banks in the euro area, which are active in this field, have 
implemented their own solutions. 

Mr. Werkema: At the ECB level, your focus is on wholesale systemic 
systems?

Mr. Tsiliberdis: Yes. 

Mr. Werkema: Other questions? 

Mr. Moore: You all were talking primarily about public sector initiatives 
to improve payment system security, and each involved engaging the pri-
vate sector. But this morning, we heard about several initiatives that were 
initiated and led by the private sector, and I am wondering what role, if any, 
do you think public authorities have in supporting or engaging with these 
private sector led initiatives? 
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Mr. Mukherjee: Maybe I can take that one, and maybe I will shift a bit 
the answer, to not answer your question specifically but to talk about a 
different scenario, which is where the public sector has created its own pro-
grams and initiatives, divorced from the private sector as a way to encour-
age objectives here. I mentioned one in my opening remarks, which was an 
executive order the president issued in October 2014. It is the Buy Secure 
Initiative, which has many elements. One is to move all government-issued 
cards to EMV technology. This is a way to harness the government’s pur-
chasing power to try to drive and encourage change and enhance technol-
ogy in our system. If you look at recipients of federal benefits who are un-
banked, the idea would be to populate prepaid cards with their benefits and 
the program we have set up is called Direct Express. It has about 2.5 million 
people on it. Those cards are populated with about $2 billion worth of 
benefits every month. We as a government, independent of what the pri-
vate sector is doing, have decided to encourage—and we talked during this 
conference about how the United States is far behind on EMV chip and 
PIN—to prime the pump in that way. Similarly, all of the government’s 
payment card terminals will be upgraded. There are about 3,200 terminals 
across 52 different agencies. Our target is by the end of September of this 
year to have all those terminals upgraded. We are on target. We are finish-
ing phase one with about 19 agencies, and there are almost 120 million an-
nual transactions that go through that network. By the way, that hardware 
also will be near-field-communication (NFC) enabled. So, eventually the 
Apple Pay, Samsung Pay and Google Wallets of the world could—not that 
they will work day one—but could work because the hardware at least will 
be enabled to do that. So, it is not exactly what you asked, but I think it was 
important not only to talk about the private sector initiatives, but the fact 
that there are entirely public sector initiatives that also are meant to acceler-
ate the pace of improving the security of our payments system. 

Mr. Voormeulen: Maybe I can mention one example. In the Nether-
lands, we have a big group, a Retail Payments Board, which is chaired by 
the central bank. That is a broad group in terms of banks that are repre-
sented, retailers, consumers, but also disability awareness organizations for 
instance that have an interest in how user-friendly or what kind of retail 
payment devices are used. There are all kinds of sectors, with about 30-40 
people around the table. Whenever there is an initiative or the start of an 
initiative in the private sector, it will come across that table. What we do 
then is to try to stimulate it, help it, sometimes a private sector initiative 
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needs competitors around the table. They find it difficult to agree on how 
to take it a step further, and then they need a neutral party, and then we 
can step in as a central bank or as this more societal organization to take the 
initiative further. So, everything more or less comes together on that table, 
and can be moved ahead in the best possible way. 

Mr. Tsiliberdis: And just to complement what they have in the Nether-
lands. At the European level, we also have a Retail Payments Board, where 
we bring together representatives from the various service providers, finan-
cial institutions, infrastructures, and we discuss issues related to standard-
ization and market integration in this field. We also actively involve market 
groups, where they discuss all these issues. For that reason, whenever we 
make a recommendation, when we make partner recommendations con-
cerning the security of Internet payments, we will always take under con-
sideration what has been developed by the market and try not to reinvent 
the wheel. 

Mr. Werkema: I would also comment from a Federal Reserve perspec-
tive, that we have Strategies for Improving the U.S. Payments System. I 
have a leadership role there, as do others in this room. Our objective is to 
guide and support the industry as it moves forward in a couple of key areas. 
One is faster. One is security. Many people in this room are involved in our 
efforts. But the intent is not to duplicate or replicate what is being done in 
these private sector initiatives, but to complement, support, and maybe be 
an additive in our benefit there.

Ms. Garner: A quick question for Treasury. We are very supportive of 
government efforts to move the ball forward quicker on EMV, and particu-
larly EMV and PIN transactions. But you mentioned merchant reterminal-
ization. Even though you are going to have NFC capabilities, are merchants 
going to be required to turn on that NFC capability on those terminals? 

Mr. Mukherjee: No. At the moment there is no arrangement to enable the 
NFC technology. In the future, that may change. There are conversations 
with some of the players that I mentioned earlier, but the answer is no. 

Mr. Marshall: Just a question for Anjan. One of our concerns is the inci-
dence of identity theft, and one of the best ways of stopping identity theft 
is to validate Social Security numbers. But weirdly, we are unable to do 
that in the United States in the Social Security Administration. So, we have 
to use private solutions that are not comprehensive. It particularly affects 
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the underserved. In some cases, we are unable to approve people without 
credit because we are unable to verify the Social Security number. Is there 
anything that you can do to solve that for us? 

Mr. Mukherjee: OK. Let me take that away and come back to you. I had 
not heard that from you all before, so I do not have an answer. But it is an 
interesting question. 

Mr. Santhana: Question for Anjan. It is very interesting to hear about 
the EMV initiative, prepaid debit initiative. However, as a government en-
tity, you have to support the lowest common denominator at all times, and 
that is what we have heard every time we speak to a government agency. So, 
you are going to be on the payments acceptance side and on the disburse-
ment side supporting checks until the last check transacts through the pay-
ments system. And you have to maintain these inefficiencies. So there are 
going to be complications in terms of cybercriminals focusing on the legacy 
systems. What is the plan; what is the thought?

Mr. Mukherjee: That is a great point. It is something we are very focused 
on. As I mentioned in my opening comments, when one is transitioning 
from a legacy system and upgrading a system, that often exposes vulnerabil-
ity. I cannot get into the details about that, but I can tell you generally we 
are focused on it. Our plan is a mix of technological approach or solution 
to make sure that again we are adhering to our own mantra of optimizing 
baseline protection and best practices, recognizing we have systems in tran-
sition. And then also as we were talking about earlier, a cultural approach 
as well. It is a combination of those two things. We are aware that we 
have multiple, sometimes competing systems and we do have to support all 
methods of payment that run through our system. But the example I was 
talking about earlier is really more of a tip of the spear thing. That is to help 
encourage the private sector to move in a certain direction. 

Ms. Padmanabhan: To follow up on Vernon Marshall’s question, this 
is also a question for Anjan. For non-credit application, like for typical 
deposit applications, we still need to collect a Social Security number 
and verify it against those databases. However, dealing with many of the  
underbanked and unbanked, as well as individuals who do not want to 
provide their Social Security number online for understandable security 
reasons, that is a pretty big obstacle that issuers are facing. Is there any way 
to interpret the Bank Secrecy Act that does not require banks to collect 
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Social Security? 

Mr. Mukherjee: That is a good question. Like the other Social Security 
question, it is not something that I have studied, so unfortunately I cannot 
give you an answer. 

Mr. Werkema: Does anyone in the audience have a suggestion there? 
OK, Kelly, we will turn the floor back to you.  

Mr. Dubbert: Please join me in thanking Gordon and the panelists.  
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